


~ «Phishing is Goo
g Bad Economy

Online scammers are taking advantage of
tough economic times. While e-mails
phishing for sensitive data are nothing new,
scammers are taking advantage of upheavals
in the nancial marketplace to confuse
consumers and get them to part with
valuable personal information.

Phishers may send attention-getting e-mails
to consumers that look like they’re coming
from the nancial institution that recently
acquired their accounts. Messages may ask
consumers to update, validate, or con rm
their account information.

The messages direct consumers to a Web
site that looks like the actual site of their new
nancial institution or lender. But it isn’t. It's

a bogus site whose purpose is to trick them
into divulging personal information so the
operators can steal their identity and run up
bills or commit other crimes.

*Source: CU360.cuna.org

2009 CUNA

Security & Fraud Institute:
Introduction

September 16-19, 2009
San Diego, CA

Tuition: $1,295

($1,395 after July 31, 2009)

Gain an in-depth look at the
threats from internal fraud,
robbery, scams, identity theft,
and online fraud. Work on a
nuts-and-bolts checklist for
establishing or updating your
credit union’s security plan.

Administering the Policies

& Procedures of a Security

Operation

U Gain an overview of the key
elements necessary for
administering a successful,
comprehensive security
operation

U Identify methods for
keeping “security awareness”
high among employees

Conducting an Investigation

U Establish the basic steps that

should be implemented
during an external
investigation

U Identify resources to assist
with the investigation

Current Schemes,

Scams & Fraud

U Understand how con dence
games are perpetrated
against credit unions and
members

U Examine the Internet
schemes perpetrated against
credit unions for major losses

Internal Fraud & Crime

U Identify the basic steps for
an internal investigation

U Discuss ethics training as it
relates to internal fraud

Robbery Poalicies,

Procedures & Training

U Identify the key activities
that should take place
before, during, and after a
robbery

U Discuss a potential robbery
from the robber’s
perspective

Workplace Violence

U Gain a better understanding
of the different types of
workplace violence that
can take place at your
credit union

U Identify the signs to look
for that may lead to early
identi cation of people
prone to commit violent acts

When you sign
up for the CUNA
Security & Fraud
Institute:
Introduction

U Technology — How it
Can Be Used to
Detect Fraud

U Security Planning
& Assessments

2009 CUNA

Security & Fraud

Institute:;
Advanced

September 13-17, 2009
San Diego, CA

Tuition: $1,195

($1,295 after July 31, 2009)

This annual update offers
strategies for responding

to new threats, maintaining
security, and preventing fraud.

2009 CUNA

AL

NEW
T oP \CS‘.

Compliance & Regulation

Issues for the Security

Operations

U Gain a better
understanding of BSA
requirements and learn
what the common
violations are and how
to avoid them

U Learn what is important
to the regulators during a
security audit

Secqr_it_y Certation Institute:
Facilities & Fraud

September 13-17, 2009
San Diego, CA

Tuition: $1,495

($1,595 after July 31, 2009)

Certify your ability to secure
your credit union’s assets by
earning your Credit Union
Security & Fraud Expert
certi cation.

Budgeting & Staf ng Your
Security Department

U Learn the support your budget

needs and how to state your
case to management

U Discuss budget items and the
creation of an effective budget
for annual security needs

Electronic Fraud Issues —

How to Thwart

U Discover new and emerging
electronic fraud concerns
including phishing, vishing,
and man-in-the-middle attacks

U View real-life examples of the
latest and most common
attacks and learn their
consequences

Employee Fraud

Awareness Training —

First Line of Defense

U Evaluate the requirements
and needs for employee
fraud awareness training

U Weigh the value proposition
of employee awareness
initiatives

External & Internal

Security Audit

U Learn how to conduct a
robbery or physical security
risk analysis

U Establish what should be
in a security plan review

Fraud Issues — Today's Trends

& Future Threats

U Learn about the current
fraud issues that security
of cers and the information
technology staff face today

U Network with your peers
and industry experts about
the security issues facing
your credit union

Plastic Card Fraud

U Gain an overview of security
features for plastic cards

U Learn what plastic card fraud
schemes are being practiced

Robbery Prevention

U Explore the principles of
operation “safecatch,” with
commentary and suggestions
for your implementation

U Review the world of robbery
to determine if your policies
and programs are up to the
task

Security Issues Panel

U Discuss the challenges that
your credit union faces today

U Network with your peers
about security issues

Integrating IT & Facility

Security Issues

U Understand the importance
of security integration and
convergence and how it can
bene t your credit union

U Learn how to make security
integration work

Planning & Design of Existing

& New Branches

U Review internal and external
security concerns

U Gain a better understanding
of the role of layout and
design and a more secure
environment

Robbery Issues — Robbery
Anomalies This Year in Review

U Learn the trends and tips from
an analysis of recent robberies

U Measure the prevention,
deterrence, and response
protocols of nancial
institutions

Security Planning & Risk

Assessments

U Analyze how to conduct a
physical risk assessment

U Review case studies that
will instruct which situations
to avoid

Working With the Local

Police Force

U Discover how law
enforcement agencies are
working to ght fraud in
nancial institutions

U Implement the 7 steps
necessary for effective
cooperation

Security & Compliance Issues

Working Together to Protect

Your Credit Union

U Gain a better understanding
of current security issues

U Review compliance issues
that impact the role of your
technology and security staff

Social Engineering —

The Foundation of Fraud

U Understand social engineering
principals

U Identify the red ags of social
engineering attempts

Earn Your Credit Union
Security & Fraud Expert
Certi cation

Testing will be provided for
those pursuing their Credit
Union Security & Fraud Expert
certi cation (SFE). To gain the
certi cation you will need to
attend all the classes and
successfully pass a test at the
end of the program or choose
to take the exam at a later date
at a proctored exam site.

Testing is optional.



